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To: All Colleges
Departments, Divisions, and Units
Subject: Data Protection Policy

1. Introduction and Purpose

University of AlKafeel places the utmost importance on protecting the personal data of students, staff, and
faculty members to ensure privacy and digital security for all stakeholders. This policy aims to activate the
Data Protection Framework 2026 as a fundamental pillar for the secure and responsible management of
digital information.

The purpose of this policy is to address risks associated with data processing, ensure compliance with
national data protection laws, align with international best practices, and safeguard the rights of all data
subjects.

2. Core Principles
This policy is based on the following key principles to achieve secure and responsible data management:

« Legality and Transparency: Processing personal data in a lawful and transparent manner, while
informing data subjects of the purposes of processing.

« Data Minimization: Collecting and processing only the minimum necessary data to achieve the
specified purposes.

o Accuracy: Maintaining accurate data and updating it when required.

o Security: Protecting data against unauthorized access, damage, or loss through appropriate
technical and organizational measures.

« Data Subject Rights: Enabling students and staff to access, correct, or withdraw consent regarding
their personal data.

3. Investment Strategies
The university invests its resources in implementing best practices for data protection through:

« Developing Digital Infrastructure: Adopting secure systems for university-wide data
management.
« Applying Technical Controls: Using encryption, backups, and access control systems to ensure

data security.
o Awareness and Training: Organizing training programs and workshops to enhance the data
protection culture among all staff and students.

4. Exclusion List (Negative Screening)
The university is committed to avoiding practices that expose personal data to risks, including:

« Sharing personal data without proper consent or legitimate purpose.
« Storing data on insecure media or outside official university systems.
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« Ignoring data subject rights regarding access, correction, or objection.

5. Priority Investment Sectors
The university focuses its data protection efforts on the following areas:

« Academic and Administrative Data: Securing student, staff, and faculty records.

« Research Information: Ensuring the security of research files and scientific data.

« Digital Portal Systems: Protecting student, faculty, and administrative portals from unauthorized
access or data leaks.

6. Governance and Reporting
The university manages data protection through:

« Appointing a Data Protection Officer (DPO) to monitor compliance and manage risks.

« Continuous monitoring of digital systems and periodic auditing of data protection procedures.

« Preparing regular reports on compliance levels and data protection policies across all academic
and administrative units.

7. Divestment Policy
The university commits to withdrawing any activities, systems, or applications found to contribute to:

« Violations of personal data privacy or manipulation of data.
e Weak cybersecurity that may threaten the integrity of institutional data.

8. Review Clause

This policy is subject to periodic review every five years. The 2026 version represents an official revision
since its initial adoption, ensuring continued alignment with international best practices, national laws,
regulatory trends, and the strategic vision of University of AlKafeel.

Ao ALDAHA
Prof.Dr. Nawras M. Shaheed Aldahan

Chancellor of the University
12/01/2026
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